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ABSTRACT

Given an apparent lack of coherence and a paucity of computer system field of studies, research imitates and
demonstrates non consensus in how computer security fits into the satisfaction, success, usage, efficiency, and
effectiveness of computer system field. This study is a part of research aims to extend the Technology to Performance
Chain model by including and examining the Computer Security Self-Efficacy construct, as recommend by several
computer system field researchers. This paper used the statistical technique structural equation modeling and the partial
least squares regression for estimating causal relations between computer security self-efficacy and internet banking usage.
Outcomes confirm that confidentiality and availability effects computer security self-efficacy while in turn computer
security self-efficacy impacts on usage. Computer security self-efficacy also partially mediates the impact of

confidentiality, integrity, and availability on usage.

Keywords: security efficacy, online banking, computer system, social cognitive theory, task technology fit, performance impact, self-

efficacy, information system, partial least squares.

INTRODUCTION

Over the years, a variety of computer system
technologies is provided to customers by banking industry
[1, 2, 3, 4]. Today, these technologies enable services such
as online credit card management, online internet banking,
and mobile banking. As anticipated, some researcher
observed that banking computer systems are not used and
fully utilized by some bank customers [5, 1, 6, 4. The
customer's perceived lack of security is considered as an
important obstacles of online internet banking growth [7].
Furthermore, the perceived security is one of the prime
factors that prevent online banking adoption and usage [8].
Hence, there is a deepen need to discover, and explain the
factors impacts on usage of such security related
technologies [9, 10, 11, 12].

Security research generally focus on the computer
technology, such as the internet voting [18], spyware and
malware [13, 14, 15, 16, 17], web semantic [19], cloud
computing security [20], mobile and internet banking [21].
However, computer technology security perception and
effects start to be the main concern in recent studies.
Difficulty of collecting data and critical nature of user
secure tasks are the primary reason of having a little
literature on computer system security [22, 23, 24]. In
recent years, developing focused and context technology
theories is an important pioneer to advance the computer
system research [25, 26, 12].

For future research, there are several important
directions. To extent computer system research into other
established streams of research is suggested and
recommended by several researchers [26, 27, 28].

Consolidating knowledge from computer system and
computer security in a research model is lacking. This
research paper seeks to fill this security risk gap by
integrating security stream of research into another
computer system dominant stream [12]. Specifically to

find “to what extent has the computer security self-
efficacy affected user’s perception of secure computer
system usage”. The research objectives are:

e To explore and investigate the constructs that has
impact on usage of computer system.

e To analyze and evaluate the relationship between
usage of computer system and computer security self-
efficacy.

The first section of this paper present literature
review, which considers computer system effectiveness
and computer security self-efficacy, then research
framework, methodology, analysis and summary statistics,
and conclusion presented in the final section.

LITERATURE REVIEW

Effectiveness of Computer System

The computer system research results that
researchers have considered can be categorized as either
related to performance or fit. Studies done to see if the
technology usage changes users’ behavior or leads to
improve outcomes, or motivation are considered
performance oriented. Studies which collect and analyze
user’ perception of how well a technology usage will help
user to complete a specific task or set of tasks is defined as
fit oriented.

Task-Technology-Fit is a key, but fit is often
overlooked as a construct in understanding the effect of
technology on user’s performance [29]. The Fit is a way to
measure the performance of computer systems [30].
Computer system performance can be difficult to measure;
thus, the user evaluations are commonly used as the
measurement. User evaluations based on the fit between
task and technology has been an effective measure of
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computer systems performance. While researchers have
carried out several studies on fit effect on performance of
computer system, there is still room for further research in
assessing fit and in how to best measure computer systems
usage [29].

A. Social Cognitive Theory

Self-efficacy has been argued as the one of the
most important factors which regulate and motivates
individual behavior [31]. The social cognitive theory is
concerned with how perceptions of self-efficacy affect
individual’s actions. According to Bandura [32], Self-
efficacy is an individual belief in his abilities to mobilize
the actions, motivations, and cognitive resources needed to
exercise control over given events [32, 33, 34]. Self-
efficacy is concerned not with the skills individual has but
with judgments of what individual can do with whatever
skills individual possesses. In other words, self-efficacy
describes an individual's belief in his ability to perform a
specific behavior. The theory is clearly well suited to
studying the user’s behavior in the domain of computer
system, because self-regulated behavior in terms of
computer systems seems critically important for ensuring
the computer system’s usage.

Driven from self-efficacy is computer self-
efficacy (CSE) [35, 36]. Computer self-efficacy refers to
self assessment of an individual's ability to practise
computer skills to complete the tasks [36]. Computer self-
efficacy has been related to various individual’s
computing behavior, such as usage and adoption of an
computer system [12, 36, 37].

COMPUTER SECURITY SELF-EFFICACY

Previous research outcomes has shown that
computer security self-efficacy plays a leading role in
defining and using computer related applications and
technologies [26, 27, 28, 31]. Based on the three computer
security prime attributes, confidentiality, integrity, and
availability, this study defines computer security self-
efficacy as the “efficacy perceived of user ability to use
computer technology to perform specific secure online
task™ [36, 38, 39].

PROPOSED NEW RESEARCH FRAMEWORK

In an attempt to address this paper research
questions, the collected data set test with computer
security self-efficacy. The base model includes three direct
effects on usage, the confidentiality, integrity, and
availability. The relationship between technology to
computer self-efficacy and usage was tested by previous
research [40] in which the finding was that computer self-
efficacy has a direct effect on performance, but no
significant interaction effects. This research however,
intends to test model on online banking context that have
tasks with security characteristics. The relationship
between confidentiality, integrity, availability and usage
need to be tested. The analysis then tests the additions of
the computer security self-efficacy (CSSE) construct as
both a direct effect and a mediator with confidentiality,

integrity, and availability. Figure-1 shows the new
proposed framework. The framework hypothesis is shown
in Table-1. Constructs definitions are shown in Table-2.

Figure-1. Research framework (New model of computer
security).

Table-1. Research hypothesis.

Confidentiality ~ positively  impacts on
H1 . X
computer security self-efficacy
Integrity positively impacts on computer
H2 .
security self-efficacy.
Availability positively impacts on computer
H3 .
security self-efficacy.
H4 Computer security self-efficacy positively
impacts on usage.
H5a Relationship between confidentiality and usage
is moderated by computer security self-efficacy
HSb Relationship between integrity and usage is
moderated by computer security self-efficacy
Hsc Relationship between availability and usage is
moderated by computer security self-efficacy
Table-2. Construct definitions.
Construct Definition
Confidentiality prevents disclosure
(CNF) of computer to unauthorized person
Confidentiality by ensuring that computer is
accessible only by authorized users.
Integrity is the ability of the
computer system to prevent
(INI) Integrity unauthorized modification or
deletion of data. Integrity in general
refers to the data validity.
Availability of the system refers to
(AVT) perform its stated function at a
Availability specific instant of time or over a
stated period of time.
C(oCrSSLIEtZ:r Efficacy perceived of user ability to
. use computer technology to perform
security self- . >
specific secure online task.
efficacy
Usage can be influenced by the
(SU) System process of confidentiality, integrity,
usage availability, and the fit between
them.
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RESEARCH METHODOLOGY Table-4. Loadings and cross loadings.

A multi-method approach was chosen since it
facilitates explanation and prediction as well as assisting CSSE | CNF | INT | AVT Us
in developing a more holistic view of the aspects under CSSE1 0.75 0.18 | 025 0.27 0.13

investigation [41]. Computer security experts and

academics were interviewed to support literature and CSSE2 0.77 035 | 029 | 047 0.19

develop survey questions related to the computer security CSSE3 0.74 038 | 032 | 045 0.25
self-efficacy. To validate the questionnaire, a survey CSSE4 077 017 | 025 | 025 0.09
feasibility was carried out in pervious pilot study [42].

After that, the quantitative research method used for CSSE5 0.81 025 | 0.31 0.3 0.1
current research data collection. Table-3 shows the CSSE6 0.78 031 | 024 | 034 0.18

research constructs sources. This study unit of analysis is

all internet users in Klang Valley area, Malaysia [43]. CSSE7 0.82 037 | 0.27 04 0.17

CSSES8 0.86 034 | 0.27 0.4 0.13

Table-3. Constructs sources. CSSE9 | 087 | 025 | 025 | 03 | 0.13

Constructs Sources CSSE10 | 0.73 | 033 | 032 | 036 | 0.22

(CNF)

Confidentiality [1], [44], [45], [46], [47] CSSEIl | 072 | 027 | 022 | 036 | 0.13

(AVT) Availability | [1], [44], [45], [46], [47] CSSEI3 | 074 | 0.13 | 0.14 | 022 | -0.06
Literature+ Interview CSSE14 0.77 0.23 0.17 0.31 -0.02
[39], [36], [33], [32], [34], [48], CNF1 037 | 092 | 0.6 0.8 0.54

Computer Security | [49], [50], [51], [52], [28], [12],

Self Efficacy [27], [26], [31], [32, 33], [40], CNF2 0.36 0.88 0.6 0.77 0.56
[53] CNF3 0.32 0.9 0.6 0.73 0.53
Main Source: [54]
[40], [55], [56], [571, [58], [29], CNF4 0.33 0.9 0.61 0.75 0.53

System Usage [59], [60], [61] CNF5 | 027 | 088 | 061 | 0.7 | 052
Main Source: [56] CNF6 | 026 | 075 | 058 | 051 | 0.54

A period of three months was carried out during INT1 0.25 056 | 0.89 | 0.49 0.62

the process of distribution and collection of One Thousand

self-administered survey questionnaires. In this paper INT2 0.35 0.67 | 0.89 | 0.62 0.58

analysis, a total of 302 questionnaires were used which INT3 0.27 0.64 | 0.85 | 0.57 0.56
0,

translates about 30% response rate. INT4 038 057 | 085 | 053 053

B. Goodness measures and assessment INTS 0.26 0.62 | 0.88 | 052 | 0.59
A 5-point Likert scale was used to collect data for INT6 0.24 056 | 085 | 044 0.5

each construct of this research. For the proposed model

constructs, this research developed the questionnaire items INT7 0.28 0.5 0.78 0.41 0.46

by choosing constructs found in previous researches [56], AVI1 0.38 0.73 | 0.61 0.87 0.44

[62], [40], [63], [64]. Validity and reliability are the two

criteria used to test measures goodness [65]. AVI2 033 0.65 051 0.82 035

AVI3 0.45 0.63 | 0.41 0.81 0.37

C. Constructvalidity = . AVIA | 041 | 069 | 041 | 088 | 042
Convergent and discriminant validity used to

measure construct validity [65]. Cross loading and AVIS 0.4 0.69 | 046 | 0.86 | 0.43

loading, both recommended for determining problems AVI6 0.35 066 | 047 | 0.85 0.39

with any particular survey item. As shown in Table-4, a
value of loadings at 0.5 was used as a significant [43]. AVI7 0.36 0.78 | 0.66 | 0.85 0.59

Results shows that all items measuring construct loaded SU1 0.16 0.53 0.61 0.45 0.9

lower on the other constructs and loaded highly on that SU2 0.12 048 | 048 | 042 0.83

particular construct. This confirmed the construct validity.
SuU3 0.17 0.56 | 0.52 | 0.41 0.8
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D. Convergent validity

In this research, to measure convergence validity
the average variance extracted, composite reliability, and
factor loadings were used [43].

As shown in Table-5, results confirmed factor
loading by shown all items loadings exceeded the

recommended value of 0.5. As well as shown that
composite reliability values ranged from 0.88 to 0.96.
Composite reliability describes the degree to which the
construct indicators indicate the latent. Composite
reliability usually confirmed when exceeded the
recommended value of 0.7 [43].

Table-5. Meacurement model results.

Composite ) Cronbachs
AVE reliability R Alpha

CSSE 0.6 0.95 0.95
CNF 0.76 0.96 0.67 0.95
INT 0.73 0.95 0.47 0.94
AVT 0.72 0.95 0.46 0.93
UsS 0.71 0.88 0.79

CR = (3. standardized loading i)?/ (3. loading i)*+(Z €i)?

R? = (3 standardized loading i%) / (3. loading i) +Z €i?)

“Where e is errors” [43].

The measures of the variance captured by the Construct | Latent Original T Statistics
indicators relative to measurement error is the average sample (O) | (JO/STERR))
variance extracted (AVE), value of 0.5 or above will INT3 0.8545 18.8941
justify using a construct average variance extracted [66]. INT4 0.8511 12.1505
The results shows range of 0.60 and 0.72 is the average INTS 0.8783 19.8471
variance extracted as shown in Table-6. Based on the INT6 0.85 15.0615
statistical significance and parameter estima_tes, the resqlts INT7 0.7821 8 4663
shoyv ‘that all constructs confidentiality, integrity, AVTI 0.8658 71.9366
avallal?lllty, computer security se.lf-efﬁcacy and usage are AVT2 08153 143107
all valid measures of their respective constructs [67]. AVT3 0815 14.2323

Table-6. M model results (Loading and T value). AVT ix;g 8228? }Zggg;
Construct | Latent Original T Statistics AVT6 0.8522 12.8333
sample (O) | (JO/STERR]) AVT7 0.8457 15.5532
CSSEI 0.745 7.7316 SUI 0.8964 31.0311
CSSE2 0.7656 10.4832 UsS SU2 0.8288 10.2957
CSSE3 0.738 8.7298 SU3 0.7956 12.0581
CSSE4 0.7749 7.8183
CSSES 0.8103 9.8299 E. Discriminant validity
CSSE6 0.7844 10.6903 The  potentially  overlapping  constructs
CSSE7 0.8238 13.0648 correlations were measured by constructs discriminant
CSSE CSSES 0.8648 15.3584 validity. As shown in Table-7, adequate discriminant
CSSE9 0.8653 13.5191 validity confirmed by the squared correlations for each
CSSE10 0.7272 7.3494 construct is less than the average variance extracted by the
CSSE11 0.7161 77093 indicators measuring that construct.
CSSE12 0.7309 7.6533 . L
CSSEI3 0.7406 77739 Table-7. Constructs discriminate validity.
CSSE14 0.7666 8.8679 CSSE CNE INT | AVI US
CNF1 0.9182 42.3939
CNF2 | 0.8785 20.4884 CSSE | 0.77
CNF3_| 09048 26.7024 CNF_] 036 | 087
CNF | CNF4 | 0.8968 223719 INT_ 1034 |069 |0.85
CNF5 0.879 209216 AVI 0.45 0.82 0.6 0.85
CNF6 0.746 55808 sU 0.18 0.63 0.64 0.51 0.84
CNE7 0.8663 20.6325 N .
INT1 0.8924 258179 F. Reliability analysis
INT INT2 08868 299587 Loadings and alpha values are summarized in

Table-8. The inter item consistency was measured by
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Cronbach’s alpha coefficient. Results shows all
Cronbach’s alpha values are above 0.60 [68]. The value
0.7 or greater of Composite reliability considered
acceptable [69]. The results shows composite reliability
values ranged from 0.88 to 0.96. This concluded the
measurements reliability

Table-8. Reliability test results.

Cronbachs Loading .
Num item
Alpha range
CSSE 0.95 0.72-0.87 14(14)
CNF 0.95 0.75-0.92 7(7)
INT 0.94 0.78-0.89 (7)
AVI 0.93 0.81-0.88 (7)
Su 0.79 0.80-0.90 3(3)

G. Hypotheses testing

For the path analysis, all hypotheses generated
were tested. Figure-2 shows the framework and Table-9
presents statistical results. The R? value was 0.336
suggesting that 33.6% of the variance in extent of
computer security self-efficacy can be explained by

variables confidentiality, integrity, and availability.
Hypotheses H1, H3, and H4 of the study were supported,
whereas the hypotheses H2 not supported.

Sobel statistical test used to measure the
mediation effect of computer security self-efficacy, Sobel
statistical test measure whether computer security self-
efficacy significantly influence all other variables. Results
indicate that computer security self-efficacy mediates the
relationships between confidentiality, availability and
usage. The results provide support for H5a and H5c.

Figure-2. Path analysis result.

Table-9. Hypothesis testing and Path coefficients.

Relationships Supported Coefficients t value
H1 CNF->CSSE Yes 0.191 3.0367
H2 INT->CSSE No -0.103 2.4993
H3 AVI->CSSE Yes 0.513 3.817
H4 CSSE->SU Yes 0.470 4.140
H5a CNF->CSSE->SU Yes 2.340
H5b INT->CSSE->SU No 0.177
H5¢ AVI->CSSE->SU Yes 2.601

CONCLUSIONS

This research paper has developed and validated
a questionnaire for measuring effects of computer security
factors on the usage of online banking. For future work,
the findings for this paper can be further explored and can
be used as a basis for further study in different scope such
as in social networks and cloud computing. Furthermore,
different regional interdependency analysis might produce
a different result. Previous studies have demonstrated that
regional interdependence is an important consideration.
For example, rural areas in Japan can be relatively less
secure than urban areas [70].
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