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ABSTRACT 
 Peer -to-peer systems offer toughness beside failure and come forward from a oblige to understand a computing 
architecture which cannot be taken down by attacking any single point. Scale and massively distributed nature of its 
architecture are its characteristics defense. This has made it reasonable for resource consuming and, in general, concurrent 
communication to adapt and exploit the benefits of P2P. Such a migration needs to address a new set of P2P specific 
security problems. The untrusted nodes may be faulty, malicious, and act together to commit as much damage to the P2P 
network as possible. We go over some of the known issues found in common P2P networks. We then analyze the relevance 
of such issues and the applicability of existing solutions when using P2P architectures for secure communication. 
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1. INTRODUCTION 
 PEER TO PEER (P2P) network have become 
quite well-liked with the advent of file-sharing 
applications such as Napster [1], KaZaa [2] and Bittorrent 
[3]. After their success in file-sharing and content 
distribution [4], P2P networks are now also being used for 
applications such as Voice over IP (VoIP) [5], The rapid 
evolution of the Internet, coupled with the reduction in the 
cost of hardware, have brought forth very significant 
changes in the way personal computers are used. 
Nowadays, the penetration of the Internet is wide, at least 
in the developed world, and high percentage of 
connectivity is handled through broadband technologies 
 P2P networks leverage the principle that a much 
better utilization of resources (processing power, 
bandwidth, storage, etc.) is achieved if the client/ server 
model is replaced by a network of equivalent peers. Every 
node in such a p2p network is able to both request and 
other services to other peer nodes, thus acting as a server 
and a client at the same time. Once the threat has been 
identified, admission control is the first step towards 
security [7]. Most solutions rely on the assumption that 
malicious nodes represent a small fraction all of peers. It is 
therefore important to restrict their number in the overlay. 
Other P2P specific security problems that we present here 
include attacks on the routing of queries, targeted denial of 
service attacks and attacks on data integrity. 
 In this paper, after discussing some of the main 
security issues and proposed solutions for P2P systems in 
general, we focus on one particular application – 
concurrent communication. The idea behind P2P 
concurrent communication is using the DHTs employed 
by file-sharing applications, in order to implement services 
such as registration, user location lookup, and assistance 
for NAT and firewall traversal. Even if, from a technical 
point of view, P2P communication services may seem 
similar to file-sharing, table I shows that some important 
differences, mostly related to privacy and availability, 
significantly increase security requirements. We discuss 
how the above security aspects apply to this application 

and the solutions that seem appropriate. 
 The rest of our paper is organized as follows. We 

start with a general presentation of the P2P context today 
in section II. In section III, we discuss P2P security 
attackers. We try to detail on their inspiration, the 
resources that would generally be available to them, their 
victims and the timing of their attacks. In section IV, we 
discuss access control problems. In section V, we identify 
the problem of where a node joins in the overlay. In 
section VI, we describe problems related to identification 
of malicious nodes. In section VII, we describe the issues 
of routing and data integrity in P2P networks. In section 
VIII, we discuss how issues and solutions previously 
presented apply in P2P overlays for concurrent 
communication, and in section IX, we conclude the paper 
and enumerate topics that would require future work. 

 
2. BACKGROUND 

 The concept behind popular peer to peer 
applications used for file-sharing and concurrent 
communication over the Internet is fairly simple: peers 
willing to use the service cooperate to maintain a 
distributed database to index file and user locations, and 
use indexed data to establish direct connections for 
transfering files and exchanging media. Such a distributed 
index is usually implemented through a distributed hash 
table that could be maintained by all peers or by only a 
subset that reply to specific criteria. 

 A DHT is a distributed system which implements 
typical hash table functionalities – such as efficiently 
storing and retrieving key-value pairs – but which uses the 
hash function to map keys on network nodes instead of 
memory slots.  

 Figure-1 shows how keys are distributed in ring-
based (e.g. Chord [8], Kademlia [9], Pastry [10]) and 
hypercube-based. CAN [11]) DHTs. 
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Figure-1. how keys are distributed in ring-based and 

hypercube-based DHTs. 
 

 Since DHTs are designed to work in 
environments characterized by high churn rates, they are 
inherently fault tolerant and much less vulnerable to denial 
of service attacks than centralized solutions. However, 
some of the most common security issues, mainly those 
regarding integrity and confidentiality, are traditionally 
addressed on the endpoint and thus the solutions are 
almost the same in both distributed and centralized 
environments. Finally, because users are directly involved 
in the provision of the service and due to the complete lack 
of control, P2P networks may be subject to a number of 
attacks caused by malicious peers inside the overlay which 
traditional systems may usually ignore. In the rest of this 
article we will address some of the most important issues 
affecting P2P systems in particular, and will analyze the 
applicability of existing solutions. Assume that vehicles 
are acted as peers, their messages are exchanged their key 
securely [40]. 
 
3. THE ATTACKERS 
 
a) Enticement of the attacker  

 Attacks on networks happen for a variety of 
reasons such as monetary gain, personal enmity or even 
for fame in the hacker community. There are quite a few 
well known cases of denial of service attacks for extortion 
in the client-server model [12]. One of the salient points of 
the P2P model is that the services it provides have higher 
robustness against failure. However, such attacks are still 
possible against individuals within the overlay if the 
attackers possess sufficient resources. For instance, a 
network of worm-affected malicious nodes spread across 
the Internet and controlled by an attacker (often referred as 
botnet), could simultaneously bombard lookup queries for 
a particular key in the DHT. The peer responsible for this 
key would then come under a lot of load and could crash 
[13]. However with replication of key-value pairs at 
multiple locations, such threats can be mitigated.  

 Attackers may also have other incentives apart 
from money. With the growth of illegal usage of sharing 
files with copy-rights, record companies have been known 

to attempt polluting content in the overlays by putting up 
nodes with corrupt chunks of data but with correct file 
names to degrade the service [14] and in hope that users 
would get frustrated and stop using the service. Attacks 
can also be launched by novice attackers who are there 
attacking the overlay for fun or fame in a community. 
These are perhaps less likely to be successful or cause 
damage, since their resources tend to be relatively limited. 
 
b) Resources accessible to the attacker 

 Resource constraints play an important role in 
determining the nature of the attack. An attacker who 
controls a botnet can use an Internet relay channel and 
launch distributed denial of service attacks against another 
node. With respect to attacks where a single node 
impersonates multiple identities, as in the case of the sybil 
attack [15] described in section V, IP addresses are also an 
important resource for the attacker since in DHTs such as 
Chord [8], the position in the overlay is determined by 
using a base hash function such as SHA-1  on the node’s 
IP address. The cryptographic puzzles [16] that are 
sometimes suggested as a way to deter sybil attacks by 
making the join process harder are futile against an 
attacker with a botnet and virtually unlimited computation 
power. Doucer [15] proves that even with the assumption 
that attackers only have minimum resources at their 
disposal, it is not possible to defend against them in a pure 
P2P system. 
 
c) Victim of the attack 

 The victim of an attack could be an individual 
node, a particular content or the entire overlay service. If 
malicious nodes are strategically placed in the overlay, 
they can block a node from using its services. Attacks 
could also be launched against specific content [13] or 
even the entire overlay service. For example, if the 
malicious nodes are randomly placed in the overlay and 
drop packets or upload malcontent, then the quality of the 
overlay would deteriorate. 
 
d) Instance of attack 

 A malicious node could start misbehaving as 
soon as it enters the overlay or it could follow the rules of 
the overlay for a finite amount of time and then attack. 
The latter could prove to be more harmful if the overlay 
design suggests accumulating trust in peers based on the 
amount of time they have been present and/or not 
misbehaving. In Kademlia [9], for instance, the routing 
tables are populated with nodes that have been up for a 
certain amount of time. While this provides some 
robustness from attacks in which the malicious nodes start 
dropping routing requests from the moment they enter, it 
would take time for the algorithm to adapt to nodes which 
start misbehaving in a later stage (i.e., after they have been 
recorded in routing tables). Similarly for reputation 
management systems, it is important that they adapt to the 
current behavior of a peer. 
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4. ACCESS CONTROL 
 Access control depends on who decides whether 

or not to admit a node and how this permission is granted. 
Kim et. al [7] answer these questions independently of any 
particular environment or application. They define two 
basic elements for admission in a peer group, a group 
charter, which is an electronic document that specifies the 
procedure of access into the overlay, and a group 
authority, which is an entity that can certify group 
admission. A prospective member first gets a copy of the 
group charter, satisfies the requirements and approaches 
the group authority. The group authority then verifies the 
admission request and grants a group membership 
certificate. 

 A way of handling access would be to use mech-
anisms based on trust and recommendation where each 
new applicant has to be known and vouched for by at least 
N existing members. The difficulties that such models 
represent include identity assertion and preventing 
bot/worm attacks. A compromised node could have a valid 
certificate identifying a trustworthy peer and it would be 
difficult to detect this. Possible solutions include sending 
graphic or logic puzzles easily addressed by humans but 
hard to solve by computers, also known as CAPTCHA 
[26]. 
 
5. DETERMINING THE POSITION IN THE 

OVERLAY 
 For ring based DHT overlays such as Chord [8], 

Kademlia [9] and Pastry [10], when a node joins the 
overlay, it uses a numeric identifier (ID) to determine its 
position in the ring. The positioning of a node determines 
what information it stores and which nodes it serves. To 
provide a degree of robustness, content and services are 
often replicated across multiple nodes. However it is 
possible for an adversary with sufficient resources to 
undermine the redundancy deployed in the overlay by 
representing multiple identities. Such an attack is called a 
sybil attack [15]. This makes the assignment of IDs very 
important. One possible scheme to tackle such attacks on 
the ID mapping is to have a temporal mechanism in which 
nodes need to re-join the network after some time [18], 
[19]. Such temporal solutions, however have the drawback 
that they increase the maintenance traffic and possibly 
deteriorate the efficiency of caching. Danezis et al [20] 
suggest mechanisms to mitigate the effect of sybil attacks 
by reducing the amount of information received from 
malicious nodes. Their idea is to vary the nodes used for 
routing with time and thus avoid a trust bottleneck. Other 
solutions suggest making the joining process harder by 
introducing cryptographic puzzles as suggested by 
Rowaihy et al [16]. The assumption is that the adversary 
has limited computational resources which may not be true 
if the adversary has control over a botnet. Another 
drawback of such methods is that non-malicious nodes 
would also have to perform the extra computations before 

they can join the overlay.  
 A possible heuristic to hamper sybil attacks is to 

employ redundancy at nodes with diametrically opposite 
IDs (in the DHT ID space) instead of successive IDs as in 
Chord. The idea behind choosing diametrically opposite 
nodes is based on the fact that a malicious peer can grant 
admission to others as its successor without them actually 
possessing the required IP address (whose hash is adjacent 
to the former’s), and then they can cooperate to control 
access to that part of the ring. If however admission 
decisions and redundant content (for robustness), also 
involve nodes which are the furthest away (diametrically 
opposite) from a given position, then the adversary would 
require double resources (IP addresses) to attack. This 
happens because the adversary would need presence in the 
overlay at two independent positions in the ring. 

 Another approach proposed by Yu et al. [21] to 
limit sybil attacks is based on the usage of the social 
relations between users. Authors use the fact that as a 
result of sybil attacks, affected P2P overlays end up 
containing a large set of sybil nodes connected to the rest 
of the peers through an irregularly small number of edges. 
The SybilGuard protocol [21] defines a method that allows 
to discover such kind of discontinuities in the topology by 
using a special kind of a verifiable random walk and hence 
without the need of one node having a global vision of the 
graph.  

 It is also worth mentioning that in DHT overlays 
using different geometric concepts, (e.g., hypercubes 
instead of rings), peer positions are usually not related to 
identifiers. In the content addressable network (CAN) 
[11], for example, the position of an entering node may be 
either selected by the node itself, or, with little 
modification to the original algorithm, assigned by peers 
already in the overlay. However, even when malicious 
nodes do not know their position before joining, the 
overlay is still vulnerable to sybil attacks. The peers may 
be positioned in network virtualization [41]. 
 
6. FLEXIBILITY AGAINST MALICIOUS PEERS 

 Making overlays robust against even a small 
percentage of malicious nodes is difficult [22]. It is 
therefore important for other peers to identify such nodes 
and keep track of their number. One problem is the 
identification of malicious peer. 
 

 For identifying a node as malicious, malicious 
activity has to be observed first. This could be done in 
either a proactive way, or a reactive way.  

1) Proactive identification: When acting proactively, 
peers perform periodic operations with the purpose of 
detecting malicious activity. A malicious node could 
prevent access to content it is responsible for (e.g., by 
claiming the object doesn’t exist), or return references to 
content that does not match the original queries [13]. With 
this approach, publishers of content can later perform 
lookups for it at periodic intervals and verify the integrity 
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of whatever is returned. Any inconsistencies could then be 
interpreted as malicious activity. The problem with 
proactive identification is the management of the overhead 
it implies: if checks are performed too often, they may 
actually hinder scalability, while, if they are performed too 
rarely, they would probably be useless.   

2) Reactive identification: In a reactive strategy, the 
peers perform normal operations and if they happen to 
detect some malicious activity, then they can label the 
responsible node as malicious. In a file-sharing application 
for example, after downloading content from a node, if the 
peer observes that data does not match its original query it 
can identify the corresponding node as malicious. Poon et. 
al [23] suggest a strategy based on the forwarding of 
queries. If routing is done in an iterative way, then 
dropping of packets, forwarding to an incorrect node and 
delay in forwarding arouse suspicion and the 
corresponding peer is identified as malicious.  

 
7. ROUTING AND DATA INTEGRITY 

 Preserving integrity of routing and data, or, in 
other words, preventing peers from returning corrupt 
responses to queries and routing through malicious peers, 
is an important security issue in P2P networks. The data 
stored on a P2P overlay depends on the applications that 
are using it. For file-sharing, this data would be the files 
themselves, their location, and owner information. For 
concurrent communication, this would include user 
location bindings and other routing information. We 
describe such data integrity issues separately in Section 7. 
 
a) Data integrity 

 For file-sharing applications, insertion of wrong 
content (e.g. files not matching their names or 
descriptions) or introduction of corrupt data chunks (often 
referred to as poisoning and pollution) are a significant 
problem. Bit-Torrent uses voluntary moderators to weed 
out bogus files and the SHA-1 algorithm to determine the 
hash of each piece of a file to allow verification of 
integrity. If a peer detects a bad chunk, it can download 
that chunk from another peer. With this strategy, different 
peers download different pieces of a file before the 
original peer disappears from the network. However, if a 
malicious peer modifies the pieces that are only available 
on it and the original peer disappears, then the object 
distribution will fail [25]. 

 
b) Routing integrity 

 To enhance the integrity of routing, it is 
important to reduce the number of queries forwarded to 
malicious nodes. Marti et al. [26] developed a system that 
uses social network information to route queries over 
trusted nodes. Their algorithm uses trusted nodes to 
forward queries (if one exists and is closer to the required 
ID in the ID space). Otherwise they use the regular Chord 
[8] routing table to forward queries. While their results 
indicate good average performance, it can not guarantee 

logN hops for all cases. Danezis et al [20] suggest a 
method for routing in the presence of a large number of 
sybil nodes. Their method is to ensure that a peer queries a 
diverse set of nodes and does not place too much trust in a 
node. Both the above works have been described based on 
Chord. However, unlike Chord, in DHTs like Pastry [10] 
and Kademlia [9] there is flexibility in selecting nodes for 
any row in a peer’s routing table. Potentially many nodes 
have a common ID prefix of a given length and are 
candidates for routing a given query. To exploit the social 
network information and still guarantee logN hops, a peer 
should select its friends to route a query, but only when 
they are present in the appropriate row selected by the 
DHT algorithm. 

 
8. PEER-TO-PEER IN CONCURRENT 

COMMUNICATION 
 The idea of using P2P in concurrent 

communication boils down to distributing centralized 
entities from conventional architectures over peer-to-peer 
overlays and thus reducing the costs of deployment and 
increasing reliability of the different services. Initiatives 
such as the P2PSIP working group in IETF [27] are 
working on achieving this by using a DHT for services 
such as registration, location lookup, and support for NAT 
traversal, which are normally performed by dedicated 
servers. Currently, solutions emerged in the working group 
try to achieve such a distribution adopting three different 
approaches: P2PP [28] and XPP-PCAN [29] use the 
overlay only for storing and retrieving user locations (or 
location of the peers acting as proxies for them), 
RELOAD [30] and HIP-HOP [31] route the signalling 
protocol over the mesh of connections between peers, 
while in ASP [32] peers tunnel both signalling and media 
flows in end-to-end encrypted connections if it is possible 
to achieve direct connectivity, or using other peers as 
relays otherwise.  

 Even if based on the same technology, overlays 
used for concurrent communication differ from those used 
for file sharing in at least two aspects:  
 Resource consumption: Contrary to file sharing 

systems where the DHT is used to store huge amounts 
of data (even if the distributed database is used only 
for storing file locations, each user usually indexes 
hundreds or thousands of files), concurrent 
communication overlays only require a subset of the 
resources available at any given time as users only 
register a limited number of locations (rarely more 
than one).   

 Confidentiality: While in file sharing applications, 
where shared files are supposed to be made publicly 
available, eaves dropping and identity theft do not 
constitute real threats, in concurrent communication, 
since exchanges of data are usually meant to happen 
privately, it is essential to have mechanisms to assert 
identities and to guarantee confidentiality.  
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 In this section we go over security problems 
discussed in previous sections, and discuss solutions that 
would be applicable to concurrent communication in P2P. 

 
Security  

1) Targeted denial of service: In addition to 
bombardment with queries as described in section III, the 
denial of service attack against an individual node can be 
conducted in DHTs used for concurrent communications if 
the peers which surround a particular ID are compromised. 
These peers which act as proxy servers for the victim, can 
fake the responses from the victim by sending fictitious 
error messages back to peers trying to establish a session. 
Danezis et al.’s [20] solution can also provide protection 
against such attacks as in their solution peers vary the 
nodes used in queries.   

2) Man in the middle attack: The man in the middle 
attack is well described by Seedorf [33] in the particular 
case of P2PSIP [27] and consist of an attack that exploits 
the lack of integrity when routing information. A 
malicious node could return IP addresses of other 
malicious nodes when queried for a particular ID. The 
requesting peer would then establish a session with a 
second malicious node which would again return a 
“poisoned” reply. This could go on until the TTL expires 
and the requester gives up the “wild goose chase” [20]. A 
simple way for entities to verify the correctness of the 
routing lookup is to employ iterative routing and to check 
the node-ID of every routing hop that it is returned and it 
should get closer to the desired ID with every hop. 
However, this is not a strong check and can be defeated 
[33].   

3) Trust between peers: The effect of malicious peers 
could be mitigated by introducing the concept of trust 
within an overlay. This can be done in different ways:   
 Using certificates assigned by an external authority. 

The drawback with this approach is that it requires a 
centralized element.   

 Using certificates reciprocally signed by peers. This 
mechanism is quite similar to PGP [34]; every peer 
signs certificates of “friend” peers and trusts any other 
peer with a certificate signed by one of its friends. 
However even though it might be theoretically 
possible, in reality it is extremely difficult to obtain 
long enough trust chains.   

 Spreading the information of each trusted peer to its 
future neighbors, as shown in Figure 2. This 
approach, described in [29], works well with some 
DHTs like CAN, when it is possible to base the trust 
on some sort of mutual relationship (e.g., 
neighborhood in CAN [11]).   

4) Routing call signalization: One way for 
implementing concurrent communication overlays (as we 
have mentioned in earlier sections) would be to simply 
replace centralized entities in signalling protocols like SIP 
[35] with distributed services. In some cases this might 

imply reusing existing protocol mechanisms for routing 
signalling messages. In the case of SIP this would imply 
regarding peers as SIP proxies. However the design of SIP 
supposes that such proxies are trusted, and makes it 
possible for them to fork requests or change their 
destination, add or remove header fields, act as the remote 
party, and generally manipulate message content and 
semantics  

However, in a P2P environment where messages may 
be routed through numerous successive peers, some of 
which might be compromised, it is important not to treat 
them as trusted proxies. One way to limit what peers can 
do is by protecting signalling with some kind of end-to-
end encryption, as proposed in ASP [32].  

Another option would be to extend existing signalling 
protocols and modify the way they route messages in order 
to guarantee secure end-to-end transmission. Gurbani et al. 
define a similar mechanism for SIP called SIPSEC [36]. It 
allows nodes to establish a secure channel by sending a 
CONNECT SIP request, and then tunnel all SIP messages 
through it, adopting a similar mechanism to the one used 
for upgrading from HTTP to HTTPS [37].  

5) Integrity of location bindings: It is important to 
ensure that the location that a user registers, usually a 
(URI, IP) pair, is what is returned to the requesting party. 
Or the entities that issue the lookup request must be able to 
verify the integrity of this pair. A pure P2P approach to 
allow verification of the integrity of location binding 
information is presented in [38]. The idea is for an entity 
to choose an asymmetric key pair and hash its public key 
to generate its URI. The entity then signs its present 
location with its private key and registers with the 
quadruple (URI, IP, signature, public key). Any entity 
which looks up for the URI and receives such a quadruple 
can then verify its integrity by using the public key and the 
certificate. Another possible merit of such an approach 
could be that it is possible to identify the malicious nodes 
and maintain a black list. However, the resulting URIs are 
not easy to remember and associate with entities. 
Discovering these URIs and associating them with entities 
would therefore require some sort of a directory service. 
The authors suggest using existing authentication 
infrastructure for this such as a certified web service using 
SSL which can publish an “online phone book” mapping 
users to URIs.  

6) Encrypting content: Using P2P overlays for 
concurrent communication implies that content is likely to 
traverse numerous intermediate peers before reaching its 
destination. A typical example could be the use of peers as 
media relays as a way of traversing NATs in VoIP calls. 

 Contrary to publicly shared files, communication 
sessions are in most cases expected to be private. It is 
therefore very important to make sure that no media leaves 
the client application without being encrypted and securely 
transported through a protocol like SRTP. However, the 
extra processing resources required by the encryption 
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algorithms, the management of keying material (e.g., 
retrieving public keys when interacting with unknown 
peers) may constitute an expensive task, especially for 
mobile devices. 

7) Other issues: Identifying more specific threats related 
to the P2P concurrent communications, would require a 
clearly defined economic model. Answers to the following 
questions would be helpful.  
• To whom do the users pay?   
• Do the users only pay when accessing the public tele-

phone network?   
• Is the billing done per call or is it fixed?  
 
 For instance, the implications of an attack such as 
taking control over another’s user agent or its identity and 
using it for outbound calls would depend on whether or 
not this would be economically advantageous for the 
attacker. Baumann et al. [39] suggests that to prevent 
unwanted communication costs, gateways for the public 
telephone network should only be accessible via 
authenticated servers and dialing authorizations should be 
enforced. Also it seems that it would be difficult to do 
billing in a pure P2P manner as it would mean keeping the 
billing details with untrusted peers. 

V. Vlachos et al.  presented ‘‘NetBiotic’’, requires the 
cooperation of several computers within a common peer 
group, in which messages are exchanged describing the 
attacks received by each computer. It consists of two 
independent entities: a Notifier and a Handler. These 
entities act as independent daemons for UNIX systems, 
services for Windows NT/2000/XP or processes for 
Windows 9x/Me. From now on we will be referring to 
these entities as daemons for simplicity. Figure-2 
illustrates the architecture of the system within a group of 
cooperating peer computers. 
 

 
 

Figure-2. Architecture of the system within a group of 
cooperating peer computers. 

 
 

9. CONCLUSIONs AND FUTURE WORK 
 We mentioned the suitability and drawbacks of 

the different schemes, with discussing problems in peer to 
peer security and some solutions at the state of the art, We 
seemed at protection keeping the attackers into 
perspective, their motivation, their restrictions and their 
targets. Existing security solutions do not seem mature 
enough to be deployed in pure peer to peer networks. 
Specifically secure ID assignment and entity-identity 
association seem the most challenging of problems. Future 
work on the subject would therefore need to analyse 
emerging implementations and the way the suggested 
security solutions perform with them. 

 Throughout the document we have been insisting 
that in P2P overlays both signalization and content would 
have to be encrypted in an end-to-end manner. Further 
research on the topic would have to investigate possible 
ways to distribute/exchange the keys necessary for such 
encryption with trusted peer and data integrity. 
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