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ABSTRACT 

Homomorphic encryption technique does some changes manipulation to be done on the encrypted data without 

decrypting the encrypted data. The decryption of encrypted data is the same as if some changes done on the original data. 

There are some partial homomorphic encryption schemes used for some practical applications like electronic voting, e-

cashing, multiparty computation and secret sharing etc., but they allow only certain specific computation on encrypted text. 

We describe how refreshing cipher text and Squashed decryption to play role on arbitrary computation on encrypted text in 

the fully homomorphic crypto system. In this paper based on the strengths and weaknesses of the existing homomorphic 

system we are doing the comparison of it.  
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1. INTRODUCTION 

Data security and secure communication are of 

great importance in growing digital and network 

communication. The security can be achieved by the use 

of cryptographic primitives [2]. Many of the cryptographic 

algorithms guarantee data confidentiality and privacy on 

data storage and retrieval. In case if any modification or 

computation on public storage required its creates 

complexity and violates security [3]. This can be solved by 

the homomorphic crypto system which performs operation 

on encrypted data that is reflected on the original data. It is 

an important feature in modern communication systems 

[4]. This important feature can be used for various 

applications secure voting, secret sharing scheme, 

commitment scheme, collision-resident hash functions, 

threshold scheme, anonymity, multiparty computation, 

privacy, private information retrieval scheme and finger 

printing. 

The organization of the paper is as follows. 

Section 2 describes the homomorphic crypto systems. 

Section 3 discusses the various crypto system which uses 

homomorphic property. Section 4 gives the analysis of 

homomorphic systems and security aspects specified in 

Section 5 and finally we conclude the paper. 

 

2. HOMOMORPHIC CRYPTO SYSTEM 

It allows specific mathematical operation to be 

performed on cipher text without exposing the contents of 

the plain text. Consider two plaintexts M1 and M2 and 

their corresponding cipher texts EM1 and EM2. A 

homomorphic crypto system permits meaningful operation 

of M1 º M2 from EM1 and EM2 without exposing M1 or 

M2 [1]. This crypto system mainly involves four 

algorithms such as key generation, Encryption, Decryption 

and Evaluation. 

 

 
 

Figure-1. Homomorphic crypto system. 

 

Key generation (µ) 

It takes input security parameter µ and generates 

pair of keys are public and private key (Pu, Pr). 

 

Encryption (Pu, M) 

The given plaintext M is encrypted by public key 

and generates cipher text EM. 

 

Evaluation (Pu, C, EM) 

The evaluation performed on a set of encrypted 

text such that decrypting the result of the evaluation is 

same as the result of evaluation on the original data. 

The cipher text evaluated based on the 

homomorphic property (additive or multiplicative) of 

crypto system. It takes input parameter public key Pu, a 

circuit C with s inputs and set of EM of cipher text EM1, 

EM2……, EMs. The given cipher text EM is decrypted by 

private key and generates plaintext M. 
 

 
 

3. EXISTING HOMOMORPHIC CRYPTO SYSTEM 

Based on the property of homomorphism, the 

crypto system classified into partially, somewhat and fully 

homomorphic crypto system. 

Key 
gneration 

Encryption Evaluation Decryption 

DPr(EvalPu(C,EM1,EM2,EM3,………..EMs))=C(M1,M2

,…M ) 
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3.1. Partially homomorphic crypto system 

If the system performs any one of the 

mathematical operation such as addition, subtraction, 

multiplication, division and comparison on encrypted data 

then the crypto system is said to be the partially 

homomorphic crypto system. It can be additive or 

multiplicative crypto system based on the operation. We 

have discuss about some of the partially homomorphic 

crypto system. 

 

3.1.1. Goldwasser - Micali scheme 

The Goldwasser and Micali (GM) crypto system 

is the first probabilistic public encryption system which is 

probably secure [5]. The security of this crypto system is 

based on quadratic residuosity problem. In this scheme 

sender A encrypting individual plaintext bit as either 

random quadratic residues or non residue modulo N. The 

receiver B decrypts the message by testing the quadratic 

residuosity of the encrypted values using factorization of 

modulo N. GM scheme involves probabilistic key 

generation and encryption and deterministic decryption 

[7]. 

 

Key generation 

Pick two large distinct prime numbers p and q. 

Compute n = p * q. 

Select x ∈ Zn such that x is non quadratic residue 

and Jacobi symbol x/n is 1. 

Sender A’s public key is (n, x) and private key is 
(p, q). 

 

Encryption 

Represent the given message M as a string of 

binary of length L. 

M = M1, M2…….Ml 

for I = 1 to L 

{ 

Select any y ∈ Zn at random 

If Mi = 1 then set EMi ←y 2
 mod �,  

else set EMi ← �2
 mod n. 

} 

Send Em -> Em1Em2…..Eml to receiver 

 

Decryption 

To recover the plain text M from EM, Sender A 

do the following 

for I = 1 to L 

{ 

Calculate legendre symbol ci = EMi/ p  

If ci = 1 then set EMi ←0,  
else set EMi ←1. 
}  

The decrypted message is M1M2……Ml 

Security of Goldwasser - Micali scheme 

The GM system has additive homomorphic property i.e.  

 

 
 

The security of this crypto system is based on 

quadratic residuosity hard problem. Hence this scheme is 

semantically secure. 

 

3.1.2. Benaloh scheme 

It is an advancement of the Goldwasser micali 

scheme. In this scheme block of data can be encrypted at 

once whereas in GM scheme each bit is encrypted 

individually [8]. This scheme involves key generation, 

message encryption and message decryption. 

 

Key generation 

Select two distinct large prime numbers P and Q. 

Consider block size as R. 

Compute N = P * Q. 

Check R divides P-1. 

Check R and P-1/R are co-prime. 

Check R and Q-1 are co-prime. 

Select x ∈ Z*n. 

Sender public and private keys are (x, R, N) and (P, Q) 

 

Message encryption 

Select U ∈ Z*n. 

Choose M is an element in Zr. 

Compute Er(M) = x
M

U
R
 mod N 

 

Message decryption 

Using private key, check whether m = 0 

If R is small, decrypt the message using 

exhaustive search. 

 

Security of Benaloh scheme 

The Benaloh system has additive homomorphic 

property i.e. Er(M1) *Er(M2)  =(x
M1

U1
R
) (x

M2
U2

R
) = Er(M1 

+M2). The security of this system based on higher 

residuosity problem. Given block size R, Modulus N and 

Cipertext Er(M), where factorization of N is unknown it is 

infeasible to determine plaintext [9]. 

 

3.1.3 Paillier scheme 

It is one of the probabilistic asymmetric crypto 

systems. The system has additive homomorphic property. 

The system is based on arithmetic in the ring of integers 

modulo N
2 

[10]. The cryptosystem is based on decisional 

composite residuosity assumption (DCRA) i.e. Given N 

(product of two large prime numbers P and Q) and an 

E (b1) * E (b2) = y b1r1
2 yyb2 r2

2 = y (b1+b2) (r1r2)
2 = E 

(b ⊕b2) 
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integer Z, it is hard to find whether Z is an n
th

 residue 

modulo N
2
 or not [11]. 

 

Key generation 

Select two distinct large prime numbers P and Q. 

Compute Euler’s Totient ф(N) = (P-1) (Q-1). 

Compute Carmichacel’s function λ (N) = LCM (P-1, Q-1). 

Pick random integer x ∈ Z*n
2
. 

Compute modular multiplicative inverse µ = (L (g 
λ
 mod 

N2))
-1

 mod n 

Compute L (U) = U-1 / N. 

Public and private keys are (N, P, Q) and (N, ф (N)). 
 

Encryption 

Consider message M ∈ Zn. 

Select random R ∈ Zn
*
 

Compute Cipher text E(M) = x
M

R
N
 mod N

2
 

 

Decryption 

Consider E (M) be the message to decrypt, where E(M) ∈ 

Z*n
2
. 

Compute plaintext M = L (E (M) 
λ
 mod N

2
) * µ mod N. 

 

Security of Paillier scheme 

The system provides semantic security against 

chosen plaintext attacks. The security of the system is 

based on decisional composite residuosity assumption. It 

has additive homomorphic primitive i.e. The product of 

two encrypted texts will decrypt to the sum of their 

corresponding original texts. D(E(M1R1)* E(M2R2) mod 

N
2
) = M1 + M2 mod N

2
  [12]. 

 

3.1.4. Damgard Jurik scheme 

This probabilistic cryptosystem managed to 

generalize the paillier crypto system to higher moduli to 

enable more application [13]. It has additive homomorphic 

primitive. 

 

Key generation 

Select two distinct large prime numbers P and Q. 

Compute Euler’s Totient ф(N) = (P-1) (Q-1). 

Compute Carmichacel’s function λ (N) = LCM (P-1, Q-1). 

Pick random integer x ∈ Z*n
s+1

. 

Using the CRT (Chinese Remainder Theorem) 

select r such that r mod n ∈ Z*n and r = 0 mod λ. 
The public and private keys are (N, x) and r. 

 

Encryption 

Consider message M ∈ Z*n
s
. 

Pick random R ∈ Z*n
s+1

.   

Compute Cipher text E(M) = x
M

R
Ns 

 mod N
s+1

. 

 

Decryption 

Consider E(M) = x
M

R
Ns 

 mod N
s+1

. 

Compute E(M)
r
 mod N

s+1
. 

Let E(M)
r
 = (1+N)

M 
mod N

s+1
. 

Apply recursively paillier system to get the 

original message. 

 

Security of Damgard Jurik scheme 

The security of this system based on decisional 

composite residuosity assumption similar to paillier 

system. It has additive homomorphic primitive. This 

system is semantically secure if it is hard to decide if two 

given elements are in the same coset. 

  

3.1.5. Okamoto and Uchiyama scheme 

It is one of the probabilistic encryption schemes. 

This scheme provides efficient solution for discrete 

logarithm problem solved in polynomial time over specific 

group. It is semantically secure under subgroup 

assumption [14]. In this system modulus N is of the form 

p
2
q. 

 

Key generation 

Consider two large distinct prime numbers P and Q. 

Compute N = P
2
 * Q. 

Let g ∈ Z*n such that g ≠ 1 mod P2
. 

Compute h = g
N
 mod N. 

Public and private keys are (N,g,h) and (P,Q). 

 

Message encryption 

Consider M ∈ Zn. 

Pick r ∈ Zn. 

Compute E(M) = g
M

h
r
 mod N. 

 

Message decryption 

Let L(x) = x-1 / P. 

Compute plaintext M = (L (E (M)
 P-1

 mod P
2
) / (g

P-1
 mod 

P
2
) mod n 

 

Security of Okamoto and Uchiyama scheme 

The security of this system based on factorization 

of modulus N. The system is semantic security under P 

subgroup assumption; hence it is difficult to determine an 

element x ∈ Zn. 

 

3.1.6. Unpadded RSA Scheme 

The system is multiplicative homomorphic 

primitive. i.e. The multiplication of two cipher texts is 

equal to the multiplication of original messages. Consider 

two plaintext messages M1, M2 and the corresponding 

encrypted messages are M1
e
, M2 

e
 [15]. E(M1)*E(M2) = 

M1
e
M2

e
 mod N =(M1*M2)

e 
modN = E(M1 * M2).    

D ((M1*M2)
 e 

mod N = M1 * M2 mod N 
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The security of this system is based on integer 

factorization problem. Chosen cipher text attack is 

possible due to this multiplicative property. 

 

3.1.7. El Gammal scheme 

It is one of the probabilistic public key crypto 

systems. The system is multiplicative homomorphic 

primitive. Practically it used to encrypt the secret key of 

symmetric crypto system. 

Decrypting the multiplication of two cipher texts 

is equal to the multiplication of original messages [16]. 

The public and private key of this system are (g, h, q) and 

x. Consider two plaintext messages M1, M2 with nonces 

k1, k2 and the corresponding encrypted messages are  

E (M1, k1) = (y1, y2) = (g 
k1

 mod q, M1h
k1

 mod q) 

E (M2, k2) = (y3, y4) = (g 
k2

 mod q, M1h
k2

 mod q) 

Multiplying the two encrypted message yield 

E (M1, k1) * E (M2, k2) = (y1, y2) * (y3, y4) = (g 
k1+k2

, 

M1M2 h 
k1+k2

) 

D (E (M1, k1) * E (M2, k2)) = M1 * M2 

 

3.2. Somewhat homomorphic system 

The crypto system considered to be somewhat 

homomorphic system if it deals with limited number of 

addition and multiplication on encrypted data. 

 

3.2.1. Boneh-Goh -Nissim scheme 

It is the first crypto system which allows both 

additions and multiplications with constant size encrypted 

data. It operates in two groups G1 and G2. The order of 

group G1 and G2 are p and q.  The groups G1 and G2 

possess a polynomial time bilinear map [18].  

e: G1 * G2 -> G2  such that G = e(g, g) generates G 

Bilinearity implies that ∀u,v ∈ G1 and ∀a,b ∈ Z, e(u
a
, v

b
) 

= e(u, v)
ab

. 

 

Key generation  

Consider p, qs are two distinct primer number 

order of group G1 and G2. 

Compute n = p * q. 

Select randomly u ∈ G1. 

Compute h = u
q
. 

Public and private keys are (n, G1, G2,g, h). 

 

Encryption 

Consider message M. 

Select randomly r ∈ Zn. 

Compute E(M) = g
M

h
r
. 

 

Decryption 

Compute M = logg
p
(E(M)

p
). 

 

 

Security of Boneh-Goh-Nissim 

This system semantically secure under subgroup 

decision problem. It exploits additive homomorphism and 

its one time multiplicative homomorphic property [17]. 

 

3.3. Fully Homomorphic cryptosystem 

The crypto system considered fully homomorphic 

system if it deals with arbitrary addition and multiplication 

on encrypted data. 

 

3.3.1. Gentry’s scheme 

In somewhat homomorphic scheme the limited 

number of multiplication and addition can be performed 

on the encrypted data [22]. The noise is created during 

each encryption, which goes on increasing, when we 

perform homomorphic operations on the encrypted data 

and it sometimes it becomes difficult to get the correct 

decryption of the encrypted data. To make the system to 

be fully homomorphic Gentry develop the two techniques 

1. Cipher text refresh procedure and 2.Squashed 

decryption procedure.  

 

Cipher text refresh procedure 

The general idea is to refresh a cipher text, given 

a cipher text E(M) for some original text M, compute a 

cipher text E(M)’ such that the size of the noise in E(M)’is 
lower than the size of the noise in E(M). Refreshing a 

cipher text is operation of recrypt the cipher text and 

encrypts the secret key. The new cipher text E(M)’ 
encrypts the same message, but it maintains smaller noise. 

E (M)’ = Recrypt (Encrypt (Pr), Encrypt (E (M)). 

D (E (Pr), E (M)’) = D (Pr, E (M)). 

 

Squashed decryption 

The decryption procedure uses a sparse subset of 

values that adds up to the private key instead of original 

private key. Decrypt the expanded cipher text with new 

private key produce the original data. 

Gentry’s scheme over system of integers [19] 
involves key generation, encryption and decryption 

process 

 

Key generation 

Select a random odd integer P. 

 

Encryption 

Consider bit M ∈ {0, 1}. 

Let M’ = M mod 2 (ie M’ is odd if M = 1 and M’ is even if 
M = 0.) 

Select a random no Q. 

Compute E (M) = M’ + P*Q, Where M’ is the noise 
associated with the plaintext. 
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Decryption 

Let E (M’) = E (M) mod P, Where E (M’) ∈ {-

P/2, P/2}. 

Compute M = E (M’) mod 2, Where E (M’) is noise. 
 

4. COMPARISON OF HOMOMORPHIC 

 CRYPTOSYSTEMS 

We are comparing the existing homomoprhic 

systems with main key parameters homomorphic property, 

strength and weakness of the cryptosystem. 

 

Table-1. Comparison of Homomorphic Crypto systems. 
 

S. No. 
Name of the 

Crypto system 

Category of 

Homomorphic 

Crypto system 

Homomorphic 

property 
Strength of the system Weakness of the system 

1 
Goldwasser Micali 

Scheme 

Partially 

homomorphic 

crypto system 

Additive 

Probabilistic algorithm. 

It prevents an Intruder from 

recognizing intercepted message 

by comparing known cipher text. 

It is based on quadratic 

residuosity hard problem. 

The system is semantically secure 

Size of cipher text is large. 

It follows bit by bit encryption 

2 
Benaloh crypto 

system 

Partially 

homomorphic 

crypto system 

Additive 

It is based on higher residuosity 

hard problem. 

The system is semantically 

secure. 

Given Er(M),R and N, where the 

factorization is unknown, it is 

infeasible to determine plaintext. 

Wrong choice of public key 

leads to ambiguous decryption 

of cipher text. 

3 Paillier Scheme 

Partially 

homomorphic 

crypto system 

Additive 

The cryptosystem is based on 

decisional composite residuosity 

assumption (DCRA). 

It is used in many application 

such as electronic voting, 

electronic cash etc. 

Self blinding property. 

The semantic security cannot 

protect against adaptive chosen 

cipher text attack. 

4 
Damgard Jurik 

Scheme 

Partially 

homomorphic 

crypto system 

Additive 

The security of this system based 

on decisional composite 

residuosity assumption 

The plain text space is Zn sand 

the cipher text space is 

Zn s+1. Hence the ratio of 

bandwidthblock size is ½. 

5 
Okamoto and 

Uchiyama Scheme 

Partially 

homomorphic 

crypto system 

Additive 
The security of this system based 

on quadratic residuosity problem. 

Chosen cipher text attack is 

possible. 

6 
Unpadded RSA 

cryptosystem 

Partially 

homomorphic 

crypto system 

Multiplicative Integer factorization problem. 
Chosen cipher text attack is 

possible 

7 
Elgamal crypto 

system 

Partially 

homomorphic 

crypto system 

Multiplicative 

Discrete log problem 

Secured against chosen cipher 

text. 

Cipher text length is double the 

size of plain text. 

Encryption consume more time. 

8 
Boneh-Goh –Nissim 

Scheme 

Somewhat 

homomorphic 

cryptosystem 

Additive and 

onetime 

multiplicative 

Security of the crypto system is 

based on sub group decision 

problem. 

It is feasible to decrypt the 

value, once the factorization of 

n is known. 

9 Gentry’s Scheme 

Fully 

Homomorphic 

Crypto system 

Arbitray 

Addition and 

Multiplication 

Security of the crypto system 

based on sparse subset sum 

problem (SSSP) & Bounded 

distance decoding (BDD) 

problem. 

Computation time depends on 

number of operations on 

encrypted data. 

The key generation process is 

slow. 

The system is impractical for 

various applications because 

increasing security level lead to 

increase of cipher text size and 

computation time. 
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5. SECURITY ASPECTS 

The security of any encryption scheme can be 

evaluated based on available computational resources. 

Shannon introduced the notion of unconditional security / 

perfect secrecy for any encryption scheme does not give 

information about the key or original text with the 

knowledge cipher text. The security of any public key 

crypto system based on hardness of mathematical problem 

[20]. These mathematical problems are well defined and 

are difficult to solve in general, but these problems can be 

solved easily one knows the algorithm and secret key. 

Hence the security of the crypto system depends on the 

intractability of mathematical structure. If the knowledge 

of the encrypted text does not give any information about 

the original text and key, then the homomorphic crypto 

systems are considered to be semantically secure. 

Consider in formal manner C = f(M), even though the 

adversary probability to guess cipher text and function, it 

is very difficult to know the plain text. The re-

randomizable property of homomorphic system provides 

polynomial security. The system is protected against 

indistinguishable chosen plain text attacks. 

 

6. CONCLUSIONS 

Homomorphic system provides user can evaluate 

f (M) from an encrypted data M, but user should not be 

able to know any other information about message M. 

Partially homomorphic system used in many applications 

such as protection of mobile agents, multiparty 

computation, secret sharing, threshold scheme, electronic 

voting, Oblivious transfer, e-cashing and Watermarking 

and fingerprinting schemes but there is lot of 

improvements and analysis needed for fully homomorphic 

systems. Our main focus is to design a simple 

homomorphic crypto system with less complexity which is 

used to practical applications.  
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